
Lead Finder Local Guide To SSL
How to implement SSL on any website
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Introduction

SSL stands for Secure Socket Layer. It is also sometimes referred to as https.
This stands for “Hypertext Transfer Protocol Secure”. What you need to 
understand is when implemented, the SSL or https means your website is 
more secure. Basically it is a method of “encrypting” the data that is sent 
between your computer browser and the server( and of course back). 

In practice it means that it is very difficult to “capture the data or text streams 
(that may be from a wi-fi router or other internet infrastructure) and read it. So
you cannot see things like passwords or credit card details or anything else in
plain text. This helps protect against hacking, card and identity fraud etc.

So in practice it's a really good idea to have your website use SSL if you have
any purchase pages, logon pages or any other forms that will pass personal 
information.

In fact it's compulsory for any financial transactions or purchase pages.

Most sites at this time use the more basic “http” protocol. 

Google

Google has been taking a lead with SSL by trying to get everyone to move 
their website to the https protocol. To this end they have come up with a 
carrot and stick scenario. 

Firstly their browser (Google Chrome) has started displaying blatant warning 
messages when visiting web pages with forms that do not support SSL. It 
also displays a red padlock to indicate that the page id not secure and in fact 
identifies additional insecurity issues in the address field.
As happens in the Internet World other browsers (Microsoft, Firefox etc.) have
started to follow suit.

This means that if your website is not SSL compliant then visitors may well be
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literally “warned off” and will simply go to one of your competitors.

As for the carrot? Well Google have also said that HTTPS web pages will 
enjoy and added boost to their SEO quality. So potentially you could get 
higher rankings in the search engines by adding https to your web sites.

In practice this is likely to be more like a penalty if you do not have SSL 
configured. So if you do have SSL you may gain ranking by default, as those 
without lose their positions.

How Does A Site Become SSL Compliant?

Basically your website gets certified by an approved authority. These 
authorities issue “certificates” that are are installed on your server and 
accepted by the browser and the certificates are checked each time the 
browser (tries to) opens  a web page.

The certification is automatic and and you simply follow online process create
the certificate for your website and upload it or install it on your server. The 
authentication does not measure anything about the website like content or 
quality. It simply ensures that it can identify the website and proof of 
ownership. I will explain that further a little later.

Local Businesses

So what does this mean for local business? Well for sure they need to have 
their websites SSL compliant. The downsides of losing site visitors and hence
money and the upside of improved SEO rankings really is a no brainier.

However to move your website to https: does take a bit on knowledge and a 
bit of work. So this opens up more opportunities for you as a Local Business 
Consultant.

The push towards SSL will only gain more momentum and give more 
pressure on site owners and this will happen very quickly. So their is almost a
captive audience for a service to update web sites to https:. The media is 
doing the selling for you!.
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This is not only a foot in the door service but can in fact be very profitable. 
The initial configuration of SSL and an ongoing service to maintain it is a 
logical way to go.

Local Business Consultants

As a local business consultant you need three things

1. Identify the business that need SSL services (Generate targeted leads)
2. Create a convincing introductory pitch and associated collateral (proof).
3. Actually Deliver the service (update sites to SSL)

Identifying Your Target Market And Generating Leads

Finding businesses that actually need to be updated is relatively simple. 
There are plenty of free tools online to test a website (page/domain). 

In general the test is made at the domain level and checks the certificate is 
installed correctly, that it is valid and the various configurations needed to 
make it all work successfully and securely are in place.

The results ODF the tests can be quite detailed and very useful when looking 
to make the site compliant. But initially you are simply looking for  Yes or No –
https: compliant or not.

Of course you need to identify businesses and their website first before you 
can test them so using Lead Finder Local (LFL) to generate your leads makes
life a lot easier. LFL can also bulk test websites for https: compliance so 
generating a list of potential clients is very easy and very quick.

However you can use any lead generation tool or business list to identify the 
websites and use the free online tools to test them.

There are many free tools you can use. Feel free to explore Google search 
and find one that suits you. To start try  https://www.whynopadlock.com/ 
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If you have no lead finder tools then you can do a simple Google search for 
instance: Leeds Plumbers

For that is see the following results

Open up each “Google My Business” in turn by clicking the business name 
and hover over the “website” button or “right click” and “open link in new tab”. 
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If it opens with a green padlock I your browser it is all OK. Else to copy the 
website address and paste it into https://WhyNoPadlock.com.

The above test results shows a number of issues that need attention. So this 
is a prime candidate for your new SSL service offering :)

Page 6             https://leadfinderlocal.com – Ultimate Local Leads

https://leadfinderlocal.com/
https://WhyNoPadlock.com/


In this case it has an SSL certificate but is “self signed”. These kind of 
certificates are no longer accepted by any browser and in fact will actually 
block the website from being displayed and issue a warning to the visitor. 
Very bad for the business.

This is also a great report to show your prospective client and of course for 
you when you need to fix the various issues involved.

As I mentioned earlier Lead Finder Local makes this very easy by identifying 
local businesses and bulk testing their websites for SSL compliance. LFL also
integrates with report tools like Whey No Padlock to make the analysis and 
report generation a breeze.

Create A Convincing Introductory Pitch And Associated Collateral 

OK, time to contact your prospective leads, convince them they need help 
and offer your services.

Much of this has already been covered in the previous sections but let's put 
them together in a logical fashion.

Business react to things that affect them financially (good or bad) so that 
needs to be the main focus of your introduction. You need to get your 
message over succinctly and before the business owner looses inters of 
figures he's seen it all before or thinks – this is going to cost me!

So keep you message short and to the point.

I always recommend that if you are going to email you must follow up with a 
phone call or a visit. This will massively increase your conversions.

Using the information above you can explain that not having an SSL 
certificate will adversely effect the business current financials, trust and they 
will lose customers to their competitors. 

But having an SSL certificate is a real positive. 

Page 7             https://leadfinderlocal.com – Ultimate Local Leads

https://leadfinderlocal.com/


Try these various references for additional information.

https://blog.instantssl.com/ssl/business-benefits-from-ssl-certificate/

http://smallbusiness.co.uk/how-your-small-business-will-benefit-from-an-ssl-
certificate-2506481/

https://www.firstscribe.com/why-an-ssl-certificate-should-be-your-next-
website-upgrade/

https://www.poweredbysearch.com/blog/does-your-website-need-ssl-
certificate/

https://www.godaddy.com/garage/does-your-website-need-an-ssl-certificate/

https://www.bluehost.com/blog/security/small-business-use-ssl-certificates-
6753/

OK, you've created your contact pitch now back it up with the evidence. The 
report I showed you above is probably all you need to show the problems 
they might have with their SSL configuration. But there are plenty of other 
SSL/https: testing sites that generate free reports. Find them (Google search)
and have a play. 

Just be sensible some are very technical and generate some very detailed 
reports. These may just confuse your potential clients. Too much information 
can be a complete show stopper for many people. It makes the task ahead 
looks complex, high risk and even expensive. Use reports that are easy to 
read like the Why No Padlock one I showed you earlier.

Making The Sale (Closing)

Although you initial contact should be short and to the point your follow-up 
contacts and final close may (indeed should be) much more comprehensive.

Before the close you will need to address all of the prospects objections. 
Things that will stop then taking up your offer.
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Check out the article I mentioned above  
https://www.poweredbysearch.com/blog/does-your-website-need-ssl-
certificate/

and see the list of (debunked) SSL myths. These may well come up. Also 
consider the actual services you offer, their price, timescales, guarantees etc.

Take a look at these articles:

https://blog.hubspot.com/sales/sales-closing-techniques-and-why-they-work

https://blog.hubspot.com/sales/reasons-salespeople-fail-at-closing-the-deal

https://www.inc.com/geoffrey-james/7-steps-to-closing-a-deal-via-email.html

How To Add SSL To Your (or your clients) Website

Now for the biggie. You've done the deal and now you need to deliver!

For small local business updating their websites to https: will generally be 
relatively simple. How much work you will need to do will depend on the state 
of the website and what it actually needs.

➔ How many domains?
➔ Does it/they need a certificate?
➔ Does it/they already has a certificate but needs proper configuration?
➔ How many web pages are there?
➔ Is it an html site or WordPress/other site?
➔ Do they require an initial clean up (broken links?)

These and more will define the amount of work needed. It may be sensible to 
do a deep crawl and analysis of the website before deciding your specific 
price and time.
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It may be you will need to define your specific services or the limit of them i.e.

➔ Obtaining/installing/test certificate.
➔ Estimated man hours to “tidy up” mixed content (legacy http links)
➔ Update XML site map and robot.txt
➔ Google Search Console and web Analytics updates.

See here https://www.poweredbysearch.com/blog/does-your-website-need-
ssl-certificate/ for a detailed list of things you may need to address.

OK, lets look at the practical steps needed.

IMPORTANT:Ensure you have full and current backups of the site before 
starting any work.

Introduction To Getting An SSL Certificate.

There are various ways and places to get your SSL certificate. The important 
thing is that wherever it comes from it must be a “recognised” authority.

You can purchase an SSL certificate and even get one for free. What you 
decide may also be influenced by the size or function of the web site and 
even the budget of the business.

If it is a  simple blog then a free certificate may be OK. If it is a complex and 
high through put e-commerce site then a paid certificate is probably a must.

In fact there are currently levels of certification but in practice all will deliver 
the same level of encrypted security. It is only the site validation process 
when purchasing that varies. If you have read through the above 
recommended articles you will already have seen the three versions and an 
explanation of when and where it is best to use them.

Here I will show you the easiest way to get started with a free certificate.

Getting and Installing Your SSL Certificate

There are a few free SSL suppliers. Some have limitations but depending on 
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your requirements they fit your need. The plus is they are free so you can try 
them all out on your own (or a test) website to see what works best for you in 
the way of amount and complexity of work needed.
This article lists several methods of getting a free SSL certificate.

https://geekflare.com/free-ssl-tls-certificate/

In practice the free certificates that may serve your purpose are

SSL For Free

This is easy to get/install and all browsers accept the certificate. 
Downside is that you will need to renew the certificate every 90 days. 
You could include this as part of your ongoing service of course but you 
would need a process in place to ensure the certificate never exipires. You 
will get expiry notices by email 7 days before.

WoSign

Great offer with Free SSL for 2 years. It also allows you to buy additional 
domains at $1.99 a year. So very cheap. Checkout the site and see the paid 
offerings as well

Cloud Flare

This is an excellent solution. Cloud Flare is a CDN that will speed up and 
protect your site from outages and ddos attacks etc. And comes with a free 
SSL certificates for all accounts.  The set up is little more complicated and out
of the scope of this document but you can see the installation process in the 
videos below

https://www.youtube.com/watch?v=SYpwWFCKXow

To start see the video guide below to get your “SSL For Free” certificate and 
install it on your site. The second part of this video (installation via cPanel) is 
the same for any certificate so is a useful guide.

https://www.youtube.com/watch?v=lqAwcc_w9zI
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Testing Your SSL Certificate

Use the https://WhyNoPadlock.com to test the domain.

Initially you are looking to see that the certificate itself is installed correctly, is 
valid, has domain matching, is signed and has not expired.

Ignore any other issues as they will be addressed later. You will see 
something like the results listed below.
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NOTE: At this point you will effectively have two separate websites.  
http://yoursite.com and https://yoursite.com

To view your https:// website you will need to manually type the protocol 
https:// at the front of your domain name as shown above.

You will address this later in the guide.

Finding And Fixing Mixed Content Errors

Once you have your certificate successfully installed you will almost certainly 
need to address a few legacy issues with old http: links. Browsers do not like 
http: content links on an https: web page

Mixed content errors are simply any links on your https: page that are still 
http: and trying to load content. These are usually image links or things like 
style sheets or scripts that have a fully qualified URL. i.e.   
http://google.com/myscript.js

To fix these you need to do one of three things

1. Change the URL to a relative url i.e. http://mysite.com/images/frog.png 
becomes images/frog.png. That is assuming that is the relative path to 
the image.

2. Change the URL to be protocol independent. i.e. 
//google.com/myscript.js
This will ensure that the https: protocol is used when on an https: page.

3. Change the protocol of the URL to https: i.e. 
https://mysite.com/images/frog.png
This of course does require that the URL you are pointing to does in 
fact have a valid https: itself.

Identifying Mixed Content Links

There are few ways to find mixed content problem links. To start with use your
old friend https://whynopadlock.com

Scroll down to the bottom of the report and it will detail any issues it finds.
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In the example below you can see various hard and soft errors listed.

In this case they are fairly typical  errors including some javascript (.js) files 
and various image files. Note that it also lists the location or line number on of
the web page it has been found on.

This will only list the errors on that page. You will need to test all pages to be 
100% sure that the issues across the site are fixed.

Note also that the above website is a WordPress site. I will talk specifically 
about fixing WordPress errors later.
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Using Your Browser

You can identify mixed content issues directly in the browser. Chrome is the 
best one to use but others will still show you that a problem exists. It will not 
show the green padlock unless the entire page is SSL compliant.

For instance looking at the same web site (page) in Firefox, that I tested 
above, you see that there is a warning triangle over the padlock at the top 
lefty of the browser.

You can now view the problems in the Firefox browser web console.

1. Click the “three bar” menu icon in the top right browser tool bar.
2. From the drop down selection choose “Web Developer” and then “Web 

Console” as shown in the screenshot below.

You will then see the various page errors displayed at the bottom of the 
window.

Notice that the errors you are looking for are those listed as:

➔ Blocked loading mixed active content
➔ Loading mixed (insecure) display content

In each case the actual errant link will be displayed. Generally this will be an 
http: link.
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You can do a similar thing with Google Chrome. Click the top right “three 
dots” menu icon and choose  More Tools > Developer Tools and click the 
Console tab on the newly opened window. Again you will see a list of the 
problems as shown below.
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Fixing Your Mixed Content Issues (html)

In the most part this entails simply going through the pages and changing the 
http: to https: manually. This is fine if the web site only has a few pages.

If there are many pages then you may be forced to look for some software or 
online tools to help fix the problems using more automated techniques.

For straight html pages you use the HTML editor or even a plain text editor to 
mass replace http: with https:  This will fix most issues.

However in these cases note that you will then need to check for 404 errors 
or broken links as some external pointing links may point to sites that do not 
support https:

These can safety be returned to http: as they are not “loading content”. 
However if any content loading links point to websites that do not support 
https then these will need to be removed and other “https: compliant” sites 
found.

If these sites also belong to you or your customer then these will need to be 
updated to SSL as well.

Fixing Your Mixed Content Issues (WordPress)

Fixing mixed content issues for WordPress can often be simplified by the use 
of a couple of plugins.

WordPress creates html pages dynamically. This means that every time a site
visitor tries to view a page some content of the WordPress database is added
to a template and converted to html and then displayed.

So these pages do not exist as such and cannot be edited directly like 
standard html pages.

You can edit the posts and pages using the WordPress Post/Page editor of 
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course and manually fix hard http issues that have been added when craeting
the posts/pages.

Using Plugins

The first step for WordPress is to try and fix most of your issues with a plugin.

Remember to backup first. If you do not already have a backup solution in 
place then try the excellent plugin  https://wordpress.org/plugins/updraftplus/

This free plugin has all the options for backing up and restoring your website.

My best suggestion is to use the paid plugin 
https://www.cminds.com/wordpress-plugins-library/wordpress-https-ssl-
plugin-pro-for-wordpress/

This is an all in one solution to adding your certificate, forcing https: and 
cleaning up your mixed content.

However I will take you through the free options.

Free Plugin Options

Try the free plugin https://wordpress.org/plugins/ssl-insecure-content-fixer/

1. Install and activate the plugin.

2. Go to WP Admin Menu > Settings > SSL Insecure Content

3. In the settings page select the  “Capture all” option.

4. Click 'Save Changes' to save your option.

This will generally fix all your mixed content issues. 
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If this does work you can try selecting less “severe” option in the plugin. The 
less changes the plugin needs to make then the less overhead the plugin will 
have.

Page 19             https://leadfinderlocal.com – Ultimate Local Leads

https://leadfinderlocal.com/


As you can see below the plugin has fixed all the mixed content issues on this
website. Notice the green padlock at the top left in the browser address bar.

Redirecting Your Site To HTTPS:

The (almost) final step is to make sure that when a searcher types in their 
browser or clicks a link, they will be directed to the https: version of the 
website.

This can be done in various places and using various methods. Namely

1. Server configuration

2. .htaccess file

3. Use plugins with WordPress

For most a server configuration will not be practical. Unless you have full 
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access to the hosting server so this is not covered in this guide.

My recommend for html websites is to add an .htaccess file in the domain 
root folder. This is normally your public_html on an apache server.

You may already have an .htaccess file in your public_html folder. In which 
case simply add the script to the top of the existing file.

1. Use your cPanel > Files > File Manager to access the public_html folder.

Ensure that “Show Hidden Files” is enabled by clicking the “SETTINGS” 
button at the top right of the cPanel page and checking the “Show Hidden 
Files” box. Click Save.

2. Find the .htaccess if it has one. If not you will need to create a text file 
using something like notepad or another simple text editor. Add the text 
shown below and save and/or rename  as .htaccess.
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Copy this file into the public_html folder.

If the .htaccess file already exists (if WordPress then it should!). You will need
to edit the existing file.  Right click the .htaccess file and select edit.

NOTE: Make a copy of the old .htaccess file before editing.

3. Add the following text to the top of the file (or add to new file).

RewriteEngine On 
RewriteCond %{SERVER_PORT} 80 
RewriteRule ^(.*)$ https://yoursite.com/$1 [R=301,L]

NOTE: replace yoursite.com with your actual domain name.

Your new .htaccess file may look something like this
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4. Click “Save Changes” to save the newly edited file.

You can now test your redirect by typing “http://yoursite.com” into your 
browser address bar. It should now automatically redirect to 
https://yoursite.com and you should see your green padlock.

The above process works for any kind of website hosted on an Apache 
server, including WordPress.

Using A WordPress Plugin To Redirect http: to https:

If you have a 100% WordPress site you can use another plugin to redirect the
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http: to https:

1. Install and activate the free plugin https://wordpress.org/plugins/really-
simple-ssl/

The WP Admin Dashboard will now show the following message

2. Click the “Go Ahead Activate SSL” button.

3. Refresh the page and it will redirect to https: It will log you out of the WP 
admin so you will need to re-login again.

Now open a new tab and try typing http://yoursite.com (your actual domain 
name of course!) and ensure it redirects correctly.

Windows Server Redirect

WordPress on a Windows Server can still use the plugins as described 
above. However Windows does not use the .htaccess file so for “html only” 
sites you will need a different approach

To add redirect http: to https: on a Windows server see the following guide.

https://www.godaddy.com/help/redirect-http-to-https-automatically-8828
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Although this is a Godaddy guide it is correct for all Windows based servers.

WordPress Site Address URL Settings

If you have a WordPress site you will also need to edit the Site URL settings 
to https:

1. From the WP Admin Menu select Settings > General.

2. Change the URLs from http: to https: as shown in the example below.
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Some Final Checks

You can do a final check for any “dead” links. These are any links that do not 
have a valid destination. Of course these may have already existed but also 
may be https: links that point to external web pages that do not support https:

It is a good general check of your website :)

Use one of the free online Broken link checkers that will scan your entire 
website like https://www.powermapper.com/products/sortsite/checks/link-
checker/

Note that this free online trial version only checks the first 10 pages. For up to
22,000 pages you can buy the software for 99 Euros.

Once the scan is complete your results will look something like this:
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This test checks a lot of other links but you are really only interested in the 
“content or internal broken Links” for this SSL setup guide.

You can find many broken link checkers online. Just do a Google search!. 
Use whichever one works for you. For chceking up to 1000 pages for free see
https://error404.atomseo.com/

The W3 Broken Link Checker 

Use the https://validator.w3.org/checklink and add your full site url and click 
the “Check” button as shown below.

This link checker only tests an individual page but is extremely thorough and  
the results are very detailed.
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While testing you will see a list of all the links tested being displayed. Some 
sites may take quite a few minutes to process depending on the size of the 
site. Once completed you will see a summary of the results similar to that 
show below.
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Below that you will get a more detailed response and explanation to the failed
links. You can see the actual report for my site below.

External Broken Links

External broken links are those going to other websites.  Those web sites or 
pages may not exist or they may be http: only and so the https: link does not 
find the page. In the case of the later it may be that you have changed the 
http: protocol and caused the failure. You can change it back to http: if that 
fixes the broken link.

Internal links (links pointing to  our site) or content links like images and 
scripts must be https: If these are broken links then you need to fix the issue 
by ensuring the resources are available on https:

This means either converting the source site to https: if it is yours. Or moving 
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the resources (images) etc. to a new https: location. Maybe a folder on your 
own site?.

Search Engine Webmaster Consoles

After updating your website to https: you should also update your Google 
Search Console and Bing Webmaster tools etc.

Don't forget to check and update your robots.txt file if needed and generate 
new xml site map for your site and add to the Google Search Console and 
other Search Engines.

Additional Resources

For additional information please also see the following articles

https://www.searchenginejournal.com/https-migration-guide/195103/

https://css-tricks.com/moving-to-https-on-wordpress/

https://www.cminds.com/ssl-https-wordpress-plugins/
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